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the﻿ data﻿ hiding﻿ phase,﻿ data﻿ ( , , . . . , )D D D
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﻿ are﻿ uniquely﻿ embedded﻿ using﻿ unique﻿ keys﻿






image﻿with﻿ high﻿PSNR﻿value﻿ or﻿ perfectly﻿ reconstruct﻿ the﻿ original﻿ image.﻿The﻿ idea﻿ of﻿ proposed﻿
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Figure 1. Illustration of the idea
Figure 2. Sketch of proposed scheme
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where﻿O
i j,
﻿represent﻿the﻿value﻿of﻿pixel﻿at﻿the﻿ ith ﻿row﻿and﻿ j th ﻿column﻿from﻿the﻿original﻿image﻿b




.﻿Where﻿1< <i M ﻿and﻿1< <j N .﻿The﻿
content﻿owner﻿selects﻿the﻿encryption﻿key﻿k
i j u, ,
﻿to﻿generate﻿pseudorandom﻿bit﻿using﻿a﻿stream﻿cipher﻿function,﻿
and﻿encrypt﻿the﻿bit﻿stream﻿of﻿the﻿original﻿image﻿by﻿applying﻿XOR﻿operation﻿using﻿Equation﻿(2).
e b k u
i j u i j u i j u, , , , , ,
, , ,...,= ⊕ =where 0 1 2 7 ﻿ (2)
where﻿k
i j u, ,
﻿represents﻿the﻿key﻿stream﻿bit,e
i j u, ,
﻿is﻿the﻿generated﻿cipher﻿bit,﻿and﻿⊕ ﻿denotes﻿the﻿XOR﻿
operation,﻿by﻿the﻿Equation﻿(3)﻿an﻿encrypted﻿version﻿of﻿the﻿original﻿image﻿is﻿generated.















pixels﻿are﻿excluded.﻿The﻿ remaining﻿pixels﻿are﻿ responsible﻿ for﻿carrying﻿ the﻿additional﻿data.﻿After﻿
excluding﻿the﻿border﻿pixels,﻿the﻿remaining﻿pixels﻿of﻿the﻿encrypted﻿image﻿are﻿decomposed﻿into﻿four﻿
subsets﻿namelyE E E E1 2 3 4, , , by﻿using﻿Equation﻿(4).
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E i j E i j
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where﻿ i M= 1 2 3 2, , , . . . , ﻿and﻿ j N= 1 2 3 2, , , . . . , .The﻿decomposition﻿of﻿pixels﻿can﻿be﻿visualized﻿
in﻿Figure﻿3.﻿After﻿the﻿decomposition﻿of﻿the﻿encrypted﻿image,﻿any﻿of﻿the﻿two﻿alternate﻿decomposed﻿
sets( )E E E E1 3 2 4 and or and are﻿forbidden﻿to﻿change﻿while﻿the﻿remaining﻿two﻿are﻿qualified﻿pixels﻿
which﻿are﻿responsible﻿for﻿carrying﻿the﻿additional﻿data.
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k
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where﻿  i p= 1 2 3, , , . . . , ﻿and﻿ p ﻿is﻿the﻿size﻿of﻿two﻿decomposed﻿pixel﻿sets,﻿S
k
﻿is﻿the﻿set﻿of﻿location﻿
assigned﻿ to﻿user﻿k﻿and﻿D﻿ is﻿ the﻿number﻿of﻿users.﻿According﻿ to﻿user’s﻿private﻿key,﻿secret﻿bits﻿are﻿
encrypted﻿to﻿embed﻿into﻿MSB﻿of﻿the﻿corresponding﻿location﻿map﻿for﻿user﻿k﻿as﻿in﻿Equation﻿(6).




m( ) ( ) ( ( ) ( ))= − ∗ + ⊕ ∗− −2 21 1 ﻿ (6)
where﻿B d
emb
( ) ﻿is﻿the﻿modified﻿encrypted﻿pixel﻿associated﻿with﻿the﻿dth ﻿bit﻿of﻿the﻿additional﻿data.﻿
Here﻿m=8﻿if﻿the﻿secret﻿bit﻿is﻿embedded﻿into﻿first﻿MSB﻿and﻿m=7﻿if﻿the﻿secret﻿bit﻿is﻿embedded﻿into﻿
second﻿MSB,﻿b﻿is﻿the﻿MSB﻿of﻿the﻿B d( ) ﻿pixel.﻿S d
k
( ) ﻿is﻿the﻿secret﻿bits﻿and,﻿P d
k
( ) ﻿is﻿the﻿key﻿for﻿user﻿




the﻿secret﻿information﻿for﻿two﻿users﻿ ( , )U U
1 2
﻿in﻿the﻿encrypted﻿image﻿as﻿shown﻿in﻿Figure﻿4.﻿







Figure 3. Decomposition of pixels
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234 214 123 145 114 210= { , , , , , } ﻿
S = { , , , , , , , , , , , }.34 123214 65 123 80 145 63 114 230 210 196 ﻿
According﻿ to﻿ the﻿proposed﻿scheme,﻿ set﻿of﻿qualified﻿pixels﻿are﻿divided﻿ into﻿ two﻿subsets,﻿and﻿
S
2










Figure 4. An example of information embedding for two users
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001001 101010 100011( )⊕ = andU
2
111001 100011 011010( ).⊕ = ﻿
Finally,﻿the﻿data﻿hider﻿is﻿ready﻿to﻿embed﻿secret﻿information﻿for﻿each﻿user﻿into﻿the﻿assigned﻿pixels.﻿
Embedding﻿is﻿done﻿by﻿replacing﻿the﻿MSB﻿of﻿assigned﻿pixels﻿with﻿modified﻿encrypted﻿secret﻿bit.﻿The﻿
encrypted﻿ or ig inal ﻿ p ixel ﻿ sets ﻿ i s ﻿ replaced﻿ by﻿ the ﻿ embedded﻿ encrypted﻿ p ixels﻿
S
1
234 86 123 17 242 210= { , , , , , } and﻿S
2
123 193 208 63 230 68= { , , , , , } .
























































Table 1. Necessary information for user to extract embedded data





( ) B User
emb






( ) B User
emb






( ) B User
emb







( ) B User
emb D
( )Pixel set for 
International Journal of Digital Crime and Forensics
Volume 11 • Issue 1 • January-March 2019
54
3.4. Image Decryption and Recovery
In﻿ the﻿ image﻿ recovery﻿ phase,﻿ our﻿ proposed﻿ scheme﻿ is﻿ based﻿ on﻿ separable﻿ reversible﻿ data﻿
hiding﻿method.﻿Although﻿ there﻿are﻿many﻿methods﻿ to﻿ recover﻿ the﻿original﻿ image﻿perfectly﻿
but﻿ they﻿required﻿both﻿embedding﻿key﻿as﻿well﻿as﻿encrypted﻿key.﻿ In﻿our﻿proposed﻿scheme,﻿
recovery﻿of﻿image﻿can﻿be﻿made﻿in﻿two﻿different﻿ways﻿with﻿variation﻿in﻿quality,﻿only﻿by﻿using﻿
an﻿ encryption﻿ key.﻿ First﻿ one﻿ gives﻿ good﻿ quality﻿ filtered﻿ image﻿ and﻿ second﻿ can﻿ perfectly﻿
recover﻿original﻿image﻿by﻿using﻿the﻿method﻿(Wu,﻿et﻿al.,﻿2014)﻿which﻿uses﻿embedding﻿of﻿the﻿
extra﻿bits﻿into﻿MSB﻿of﻿qualified﻿pixels.
In﻿ this﻿ phase,﻿ the﻿ receiver﻿ needs﻿ to﻿ generate﻿ 8 M N× ﻿ pseudo﻿ random﻿ bits﻿ by﻿ using﻿
encryption﻿key k
i j u, ,
﻿ to﻿ generate﻿ the﻿key﻿matrix.﻿After﻿ that﻿ apply﻿XOR﻿operation﻿between﻿
corresponding﻿ pixels﻿ of﻿ embedded﻿ encrypted﻿ image﻿ and﻿ generated﻿ the﻿ key﻿ matrix﻿ to﻿
reconstruct﻿ the﻿ image.﻿ This﻿ is﻿ called﻿ directly﻿ decrypted﻿ image.﻿ It﻿ already﻿ has﻿ embedded﻿
information.﻿ In﻿ this﻿directly﻿decrypted﻿ image﻿we﻿can﻿ improve﻿ the﻿ image﻿quality﻿by﻿using﻿







D i j D i j D i j D i j
est
dec dec dec dec( , )
( , ) ( , ) ( , ) ( , )
=
+ + − + + + −1 1 1 1
4
﻿ (8)
where﻿D i j D i j
est dec
( , ) ( , )  and  ﻿are﻿the﻿estimated﻿value﻿and﻿directly﻿decrypted﻿value﻿respectively﻿of﻿




( , ) ﻿otherwise﻿value﻿calculated﻿in﻿the﻿Equation﻿(9)﻿and﻿Equation﻿(10).
D i j D i j b m
0
12( , ) ( , )= − ∗ − ﻿ (9)
D i j D i j b m m
1




E D i j D i j
est0 0
= −( , ) ( , ) ﻿ (11)
E D i j D i j
est1 1
= −( , ) ( , ) ﻿ (12)
Minimal﻿prediction﻿error﻿D i j
min
( , ) ﻿is﻿favorable﻿to﻿be﻿chosen﻿as﻿in﻿Equation﻿(13).﻿To﻿recover﻿the﻿
original﻿image,﻿we﻿replace﻿the﻿determined﻿pixel﻿D i j
min
( , ) ﻿directly﻿into﻿decrypted﻿image.
D i j
D i j if E E
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Figure 5. Experiment for Lena image (TIF Format): (a) Original Lena image; (b) Encrypted image;(c) Embedded encrypted image; (d) 
Directly decrypted image with PSNR=18.1000; (e) Recovered image using median filter;(f) Recovered image using proposed method
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equate﻿ the﻿bitssize.﻿This﻿ phenomenon﻿ can﻿be﻿visualized﻿ from﻿Table﻿2.﻿Let﻿ the﻿ size﻿of﻿ image﻿be﻿































Table 2. An example of bit sequence modification









01001110 10101000 ……11101001110 …..00010101000
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Figure 6. Experiment for airplane image (TIF Format): (a) original airplane image; (b) Encrypted image;(c) Embedded encrypted 
image; (d) Directly decrypted image with PSNR=18.0975; (e) Recovered image using median filter;(f) Recovered image using 
proposed method
Figure 7. The performance comparison of maximum embedding rate with lossless recovery different methods
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Table 3. Performance analysis of proposed method ten different 512 x 512 standard test images













PSNR of proposed 
scheme
Lena 510*510 130050 0.4960 18.1000 37.2264 Infinity﻿(i.e.﻿.lossless)
Splash 510*510 130050 0.4960 18.0257 37.4902 Infinity﻿(i.e.﻿.lossless)
Plane 510*510 130050 0.4960 18.0975 38.0475 Infinity﻿(i.e.﻿.lossless)
Peppers 510*510 130050 0.4960 18.0795 33.7314 Infinity﻿(i.e.﻿.lossless)
Brain 510*510 130050 0.4960 18.0895 38.8709 Infinity﻿(i.e.﻿.lossless)
Boat 510*510 130050 0.4960 18.0935 36.6686 Infinity﻿(i.e.﻿.lossless)
Baboon 510*510 130050 0.4960 18.0563 24.5433 Infinity﻿(i.e.﻿.lossless)
Camera﻿
man 510*510 130050 0.4960 18.0056 35.3623
Infinity﻿(i.e.﻿
.lossless)
Goldhill 510*510 130050 0.4960 18.0616 31.0916 Infinity﻿(i.e.﻿.lossless)
Lung 510*510 130050 0.4960 18.0916 37.0341 Infinity﻿(i.e.﻿.lossless)
Figure 8. Test images used in the experiment
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Table 4. Comparisons to related work
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